Building a Secure

Foundation for Converged
tenable IT/OT Systems
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Security
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analysis

® Lasercontroltechnology
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Assume convergence

Start with the basics

Building blocks

Q&A

Topics
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Whatis in it for you?

Better protected IT/OT systems
Fewer security incidents toinvestigate
Faster resolution of operational issues

Improved IT/OT Security alignment
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Assume IT/OT Convergence
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OT is Under Attack

“23% have experienced a nationstate attack.”

“50% have experienced an attackagainst OT infrastructure that resultedin
downtime."”

“Only 20% have sufficient visibility into their attack surface.”

tenable



OT Security Responsibility is Moving to IT

“By 2021, 70% of OT security will be me;naged directly by the CIO, CISO, or
CSO departments, up from 35% today”

“Due toa dearth of OT security skills, IT security teamsare I:geing asked to
take ownership of OT security coordination, in many cases”

“Securityteamsin converging ITand OT organizations have limited visibility
into OT assets; full inventories do not exist”
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IT Tends to Set Policy, but OT Owns Controls
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Adopt a Common Framework and
Start with the Basics
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MANAGE CYBER RISK ACROSS THE IT/OT ATTACK SURFACE

Extend IT Controls/Processes
* Asset Management
* Vulnerability Management




Center for Internet Security: CIS Controls

Prioritized, well-vetted, and supported security actions to assess and improve security
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Basic Controls

Maintenance, monitoring and analysis of audit logs

ecure configurations for HW & SW on computers

Controlled use of administrative privileges

Continuous vulnerability management

Inventory and control of software assets

Inventory and control of hardware assets




(r CIS Controls”

Implementation Guide for Industrial Security
Controls

https://www.cisecurity.org /white-papers/cis-controls-im pleme ntation-guide-for-
industrial-control-systems/
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Inventory & Control of Hardware Assets

Selected Sub-Controls

* Utilize anactive discovery tool

* Use a passive asset discovery tool

* Use DHCP logging to update asset inventory
* Address unauthorized assets

Selected ICS Considerations
* Passive methodsto locate connected assets are preferred

* Follow approval processes for equipment modifications and acquisitions
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Inventory & Control of Software Assets

Selected Sub-Controls

* Maintaininventory of authorized software
* Ensuresoftwareis supported by vendor

* Utilize software inventory tools

* Address unapproved software

* Utilize application whitelisting

Selected ICS Considerations

* Large partsofICS networks are comprised of devicestoo sensitive toscan

* Use application whitelisting only where feasible
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Continuous Vulnerability Management

Selected Sub-Controls

* Run automated vulnerability scanning tools

* Performauthenticated vulnerability scanning

* Deployautomated software patch management tools

* Utilize a risk rating

Selected ICS Considerations

* Scanning should only take place during planned maintenance or shutdowns
* Utilize an OEM vulnerability reporting service

* Utilize passive monitoring tools that correlate to known vulnerabilities



Vulnerabllities by Asset

See which assets arethe most vulnerable
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Controlled Use of Admin Privileges

Selected Sub-Controls

* Maintainaninventory of administrative accounts
* Change default passwords

* Use dedicated adminaccounts

* Use dedicated workstations for all administration
Selected ICS Considerations

* When inventorying admin accounts, use automated tools only if known to not impact
availability
* Use of dedicated machinesor the use of isolation for admin machines may not apply



Secure Configurations for Computers

Selected Sub-Controls

* Establish security configurations

* Maintainsecureimages

* Implement automated configuration monitoring systems

Selected ICS Considerations
* Consider OEM and vendor recommendations
* Disable unused ports/services, change default accounts, update protocols, etc.

* All sub-controls apply
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Maintenance, Monitoring... of Audit Logs

Selected Sub-Controls

* Utilize three synchronized time sources

* Activate audit logging

* DeploySIEM or log analytic tools

* Regularlyreview logs

Selected ICS Considerations

* Gathering organizationalinformation from logs may not apply

* Sub-controls related toaggregating and storing log data may not apply

* Ifuse SIEM, ensure it supports I1CS specific events
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Common Control Foundation

Basic Controls

1. Inventory and contral of hardware
assets

NIST CSF

IDAM-1: Physical devices & systems are lrwentoried.
ID:AM-3: Data flows are mapped
PR.D5-3: Assetsare formally managed

NERC CIP v7

CIP-D02-5.1 R1: BES cyber system
categorization

CIPD02-5.1 R2:BES cyber system
categorization

2. Inventory and control of software
assets

ID.AM-2Software and applications are inventoried
PR.DS-6: Integrity chedking verifies software, et

3. Continuous vulnerability
ASSESSMENT

CIP-D10-2 Rl Configuration change
I'I'IHI'IHEE'I'I'IE"I'II

1D.RA-1: Vulnerabllities are identified & documented
ID.A&-2: Threat & vulnerability information is received
PRIP-12: Wulnerability management plan is implemented
DE.CW-B: Vulnerability scans are performed

RS.MI3: New yulnerahilities are mitigated or soepted

4, Controlled use of administrative
privileges

CIP-007-6 RZ: Security patch management
CIP-010:1 R3; Vulnerability assessments

PRAC: Arcess permissions are managed
PR-AT-2: Privileged users understand responsibilities

PRE.MA-2: Remate maintenance prevents unauthorized
J[CEss

PR.PT-3: Access is controlled

CIP-004-6 R4; Access management program
CIP-004+6 RS5: Access rovocation
CIP-007-6 R4: Security event monitoring

5. Secure configurations for hardware

PR.IP-1: Baseline configurations are created and
maintained

CIP-007-6 R2: Security patch management
CIP-010-2 R2: Configuration monitoring

B. Log maintenance, analysis, and
manitoring

PRPT-1: Audit/log records are .. documented/reviewed
DE.AE-3: Event data are collected & correlated
DE.DP-1-5: Detection processes..
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CIP-007-6 R4: Security event monitoring
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If you Need Improvement, you are not Alone

Automated Control Adoption
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Inventary of Inventory of Secure configurations Continuous Controlled use of
authorized & authorized & for computing assessment & administrative
unauthorized unauthorized  devices remediation priviliges
hardware software

W2016 W2017
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Implementation Impediments have Grown

[ Lack of trained staff n;g?}'&
=2
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thESE 'CYbEfS‘ECU”t‘I_f E] Lack of appropriate tools to audit... 3;3&
fra meworkS? E Lack of appropriate tools to automate.., aﬁgﬁ%
i Lack of reporting 221;’%
.
Cther
We have not faced any impediments
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Questions & Answers
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